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The qualification
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Introduction

The VTCT Level 1 Award in Internet Safety 
has been designed to complement vocational 
programmes of study and will provide you with a 
sound introduction to internet safety.
 
Specifically, this qualification will develop your 
knowledge and understanding of key features of 
the internet, its uses and the associated risks. 
You will also learn about internet safety, security 
and sources of information, as well as the steps 
to take in cases of internet abuse.

Prerequisites

There are no formal prerequisite qualifications 
that you must have prior to undertaking this 
qualification. 

Your centre will have ensured that you have 
the required knowledge, understanding and 
skills to enrol and successfully achieve this              
qualification.
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Progression
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This qualification will provide you with a sound 
foundation to pursue a career in any sector. 

If you are interested in a career in hairdressing, 
beauty therapy, complementary therapies, sport 
and active leisure, hospitality and catering, retail 
or business then VTCT will have a qualification 
for you.
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Qualification structure

Mandatory unit -    2 credits
VTCT unit 
code

Ofqual unit 
reference Unit title Credit value GLH

UV11364 A/503/7034 Principles of internet safety 2 20

Total credits required - 2

4

All mandatory units must be completed.
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Guidance on assessment

External assessment  
(any requirements will be shown in the unit)

Externally assessed question papers 
completed electronically will be set and marked 
by VTCT. 

Externally assessed hard-copy question papers 
will be set by VTCT, marked by centre staff and 
sampled by VTCT external quality assurers. 

This book contains the mandatory units that make up this qualification. Optional units will be 
provided in additional booklets (if applicable). Where indicated, VTCT will provide assessment 
materials. Assessments may be internal or external. The method of assessment is indicated in 
each unit.

Internal assessment  
(any requirements will be shown in the unit)

Assessment is set, marked and internally 
quality assured by the centre to clearly 
demonstrate achievement of the learning 
outcomes. Assessment is sampled by VTCT 
external quality assurers.

Assessment explained

5

VTCT qualifications are assessed and quality 
assured by centre staff. Work will be set to 
improve your practical skills, knowledge and 
understanding.  For practical elements, you will 
be observed by your assessor. All your work 
must be collected in a portfolio of evidence and 
cross-referenced to requirements listed in this 
record of assessment book. 

Your centre will have an internal quality assurer 
whose role is to check that your assessment 
and evidence is valid and reliable and meets 
VTCT and regulatory requirements.

An external quality assurer, appointed by 
VTCT, will visit your centre to sample and 
quality-check assessments, the internal quality 
assurance process and the evidence gathered. 
You may be asked to attend on a different day 
from usual if requested by the external quality 
assurer.

This record of assessment book is your 
property and must be in your possession when 
you are being assessed or quality assured. It 
must be kept safe. In some cases your centre 
will be required to keep it in a secure place. 
You and your course assessor will together 
complete this book to show achievement of all 
learning outcomes, assessment criteria and 
ranges. 
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Creating a portfolio of evidence

As part of this qualification you are required to 
produce a portfolio of evidence. A portfolio will 
confirm the knowledge, understanding and skills 
that you have learnt. It may be in electronic or 
paper format. 

Your assessor will provide guidance on how to 
prepare the portfolio of evidence and how to 
show practical achievement, and understanding 
of the knowledge required to successfully 
complete this qualification. It is this booklet 
along with the portfolio of evidence that will 
serve as the prime source of evidence for this 
qualification.

Evidence in the portfolio may take the following 
forms:

• Observed work
• Witness statements
• Audio-visual media 
• Evidence of prior learning or attainment
• Written questions
• Oral questions
• Assignments
• Case studies

All evidence should be documented in the 
portfolio and cross referenced to unit outcomes. 
Constructing the portfolio of evidence should not 
be left to the end of the course. 

6
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Unit assessment methods

This section provides an overview of the assessment methods that make up each unit in this 
qualification. Detailed information on assessment is provided in each unit.

Mandatory unit 
External Internal

VTCT unit 
code Unit title Question 

paper(s) Observation(s) Portfolio of 
evidence

UV11364 Principles of internet safety 0 û 

7



Unit glossary
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Description

VTCT product 
code

All units are allocated a unique VTCT product code for identification purposes. 
This code should be quoted in all queries and correspondence to VTCT. 

Unit title The title clearly indicates the focus of the unit.

National 
Occupational 
Standards 
(NOS)

NOS describe the skills, knowledge and understanding needed to undertake a 
particular task or job to a nationally recognised level of competence.

Level
Level is an indication of the demand of the learning experience, the depth 
and/or complexity of achievement and independence in achieving the 
learning outcomes. 

Credit value
This is the number of credits awarded upon successful achievement of all unit 
outcomes. Credit is a numerical value that represents a means of recognising, 
measuring, valuing and comparing achievement.

Guided 
learning hours 
(GLH)

The activity of a learner in being taught or instructed by - or otherwise 
participating in education or training under the immediate guidance or supervision 
of - a lecturer, supervisor, tutor or other appropriate provider of education or 
training.

Total 
qualification 
time (TQT)

The number of hours an awarding organisation has assigned to a qualification for 
Guided Learning and an estimate of the number of hours a learner will reasonably be 
likely to spend in preparation, study, or any other form of participation in education or 
training. This includes assessment, which takes place as directed - but, unilke Guided 
Learning, not under the immediate guidance or supervision of - a lecturer, supervisor, 
tutor or other appropriate provider of education or training.

Observations This indicates the minimum number of observations required to achieve the 
unit.

Learning 
outcomes

The learning outcomes are the most important component of the unit, they set 
out what is expected in terms of knowing, understanding and practical 
ability as a result of the learning process. Learning outcomes are the results 
of learning.

Evidence 
requirements This section provides guidelines on how evidence must be gathered. 

Observation 
outcome

An observation outcome details the practical tasks that must be completed to 
achieve the unit. 

Knowledge 
outcome

A knowledge outcome details the theoretical requirements of a unit that must 
be evidenced through oral questioning, a mandatory written question paper or 
portfolio of evidence.

Assessment 
criteria

Assessment criteria set out what is required, in terms of achievement, to meet 
a learning outcome. The assessment criteria and learning outcomes are the 
components that inform the learning and assessment that should take place. 
Assessment criteria define the standard expected to meet learning outcomes.

Range The range indicates what must be covered. Ranges must be practically 
demonstrated in parallel to the unit’s observation outcomes. 
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Principles of internet safety

The aim of this unit is to develop your knowledge and 
understanding of internet use and its associated risks, and 
of how to safeguard internet users.
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GLH

Credit value

Level 

External paper(s)

20

2

1

0



On completion of this unit you will:

Learning outcomes Evidence requirements

Principles of internet safety

1. Know features associated with the internet

2. Know how adults, children and young 
people use the internet

3. Know the risks associated in using the 
internet

4. Understand how to safeguard adults, 
children and young people using the 
internet

1. Achieving outcomes 
All outcomes must be achieved and 
evidenced in your portfolio of evidence. 
Evidence may include practical observed 
work, witness statements, audiovisual 
media, projects, assignments, case studies, 
reflective accounts, oral/written questioning 
and/or other forms of evidence. 

2. Tutor/Assessor guidance                                                                                                      
You will be guided by your tutor/assessor 
on how to achieve learning outcomes in 
this unit. All assessment criteria must be 
evidenced.

UV11364 11



Outcome 1

Outcomes

UV1136412

Know features associated with the internet

You can: Description of 
evidence

Portfolio             
reference

a. State ways of accessing the internet

b. Identify internet activities

c. Describe advantages and disadvantages 
of using the internet

d. Identify legal, regulatory and ethical 
requirements concerning own use of the 
internet



UV11364 13

Outcome 2 

UV11364 13

Know how adults, children and young people use the internet

You can: Description of 
evidence

Portfolio             
reference

a. Identify how adults, children and young 
people access the internet

b. Identify activities that adults, children 
and young people use the internet for

c. Identify how adults, children and young 
people communicate on the internet

d. Describe what is meant by social 
networking



Outcome 3

Know the risks associated in using the internet

You can: Description of 
evidence

Portfolio             
reference

a. Identify types of personal information 
shared on the internet

b. Identify risks to the safety and privacy of 
adults, children and young people using 
the internet

c. Identify risks to data security when using 
the internet

d. Describe what is meant by cyber-bullying

e. Describe what is meant by internet 
grooming

UV1136414
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Outcome 4 
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Understand how to safeguard adults, children and young 
people using the internet

You can: Description of 
evidence

Portfolio             
reference

a. Identify security tools that minimise 
the risks to adults, children and young 
people using the internet

b. Explain safe and responsible practices 
that ensure the safety and privacy of 
adults, children and young people using 
the internet

c. Identify signs and symptoms of internet 
abuse

d. Identify how to report internet abuse

e. Outline how to support adults, children 
and young people who are victims of 
internet abuse

f. Identify where to gather information on 
e-safety



Outcome 1: Know features associated with the internet

Unit content

This section provides guidance on the recommended knowledge and skills required to enable you 
to achieve each of the learning outcomes in this unit. Your tutor/assessor will ensure you have the 
opportunity to cover all of the unit content.
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Ways of accessing the internet: Home or 
work PC, laptop, mobile phone, tablet, Wi-
Fi, internet café.

Internet activities: Shopping, banking, 
social networking and media, using search 
engines, music and video download or 
streaming, interactive gaming.

Advantages and disadvantages of 
using the internet: Advantages (e.g. 
availability of information, communication, 
convenience), disadvantages (e.g. reduces 
face to face social skills, availability of 
misleading information, security and 
privacy risks).

Legal, regulatory and ethical 
requirements: Legislation (e.g. Privacy 
and Electronic Communications 
Regulations 2003, Data Protection Act 
1998), appropriate internet use, privacy, 
copyright.

Outcome 2: Know how adults, children and young people use the internet

Accessing the internet: Adults (e.g. home 
or work PC, laptop, mobile phone), children 
(e.g. home or school PC), young people 
(e.g. home or school PC, laptop, mobile 
phone).

Activities: Adults (e.g. shopping, banking, 
work), children (e.g. school work, online 
gaming), young people (e.g. study, social 
networking, music and video download).

Communicating on the internet: 
Adults (e.g. email, social networking), 
children (e.g. chat rooms, interactive 
gaming), young people (e.g. email, social 
networking, chat rooms).

Social networking: Online service which 
builds social groups or relationships, 
examples of social networking websites 
(MySpace, Yahoo! 360, Facebook, Twitter).



Outcome 3: Know the risks associated in using the internet
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Types of personal information: Name, 
contact details (e.g. address, phone 
number, email), photographs, relationships, 
employment, bank account and card details.

Risks to safety and privacy: Safety (e.g. 
abusive or inappropriate behaviour, cyber-
bullying, online grooming), privacy (e.g. 
unwanted sharing of confidential or personal 
information, phishing, identity theft).

Risks to data security: Data lost or 
corrupted by computer virus, data altered 
or deleted by unauthorised user, data 
stolen by unauthorised user, data shared by 
unauthorised user.

Cyber-bullying: When children or 
teenagers use the web/mobile phones/other 
technology to threaten, tease or embarrass 
another young person, examples of cyber-
bullying (online posting of a nasty message, 
online posting of personal information).

Internet grooming: The process of getting 
to know and befriending a child with 
the intention of sexually abusing them, 
examples of grooming (an adult posing 
online as another child to befriend them, an 
adult engaging in intimate online chat with a 
child).

Outcome 4: Understand how to safeguard adults, children and young 
people using the internet

Security tools: Virus protection software, 
spam control software, chat room 
protection tools, setting parental controls, 
supervised internet use. 

Safe and reasonable practices: Use 
protection software, get security updates, 
set privacy controls, set parental controls, 
supervise children, change security 
passwords, do not share personal 
information, do not open unknown emails 
and attachments, be aware of phishing 
emails. 

Signs and symptoms of internet abuse: 
Signs (e.g. hesitant to be online, nervous 
when an instant message or email appears, 
hiding the computer screen or laptop when 
someone enters the room, upset after using 
computer), symptoms (e.g. sleep problems, 
loss of appetite, anxiety).

Reporting internet abuse: To 
organisations (e.g. police, Child Exploitation 
and Online Protection Centre, Internet 
Watch Foundation, social networking site), 
to a trusted person (e.g. parent, guardian, 
teacher).

Supporting victims of internet abuse: 
Provide emotional support, report 
the problem to a trusted individual or 
organisation.

Gathering information on e-safety:  
Official websites (e.g. Microsoft, 
thinkuknow, KidSMART, Directgov), schools 
and colleges, employers.
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Notes 
Use this area for making notes and drawing diagrams


